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Summary

Investigative Highlights:

State employees engaged in
improper activities, including
the following:

M7 Stealing $19,700 in
deferred compensation
funds.

M Using state time,
computers, telephones,
and employees to
conduct personal
business.

M7 Filing false travel
expense claims and
other questionable
claims for
reimbursement.

M Claiming to have worked
hours that were not
actually worked.

M Accepting improper gifts
from a licensee of the
State.

Results in Brief

Improper Governmental Activities Act (act), which is

contained in Section 8547 of the California Government
Code. The act defines “improper governmental activity” as any
activity by a state agency or state employee during the
employee’s official duties that violates any state or federal law
or regulation; is economically wasteful; or involves gross
misconduct, incompetence, or inefficiency. The Bureau of
State Audits receives and investigates complaints of improper
governmental activities. To enable state employees and the
public to report improper governmental activities, the state
auditor maintains a toll-free whistleblower hotline. The hotline
number is (800) 952-5665.

I he Bureau of State Audits administers the Reporting of

This report details the results of investigations and substantiated
complaints by the Bureau of State Audits between August 1 and
December 31, 1996. Complaints we substantiated include the
following:

Department of Personnel Administration

e In 1984, a former office technician at the Department of
Personnel Administration forged documents to steal over
$19,700 in deferred compensation funds held by the
department on behalf of a state employee. The $19,700
was in addition to the $381,000 in deferred compensation
funds that she stole in 1984 and 1985 and that we reported
in October 1996.

e As a result of the office technician’s thefts, the State could
be liable for more than $690,000, including the income the
stolen funds would have produced otherwise.

Department of Transportation

e A supervisor used state time, computers, telephones, and
employees to conduct his own businesses from 1989
through 1995.
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Summary

Whistleblower hotline:
(800) 952-5665

One of the employees who used state resources when
performing work for the supervisor’s business also used state
computers and time in 1995 for personal business, including
using an online service to engage in discussion groups and
to download adult materials.

Department of Social Services

An employee filed false travel claims, claiming that she
drove more miles than she actually drove. She also
improperly claimed a higher mileage-reimbursement rate
than she was entitled to receive, claimed questionable
lodging expenses, and claimed unnecessary meal and
incidental expenses. As a result, she received at least
$8,394 more than she should have.

The same employee did not work all of the hours
she claimed on her time sheets during February and
March 1996. As a result, the State paid her at least $850 for
time she did not work.

Another employee improperly accepted gifts of ski-lift tickets
in 1993 and 1994 from a licensee of the department.

The department’s Disability Evaluation Unit did not rotate
the selections of vendors who provide interpretation
services to non-English-speaking applicants for various
disability benefits. As a result, some vendors received a
disproportionate share of the State’s business.

Department of General Services

An employee of the Division of the State Architect
improperly received $1,238 in reimbursements for travel
expenses, relocation expenses, and professional license fees
from 1993 through 1996.

40th District Agricultural Association

A district employee improperly supervised his son and
allowed his son to store personal equipment on district
property.



Summary

Department of Water Resources

e In 1996, an employee improperly used a state computer to
access files on the Internet for her personal use and placed
at least 822 personal telephone calls at the State’s expense.

Miscellaneous Agencies

e In 1996, employees of the Department of Finance, the
State Controller’s Office, the Board of Equalization,
the Franchise Tax Board, the Department of Health Services,
and the Public Employees’ Retirement System misused the
State’s electronic mail system.

If, after investigating allegations, the state auditor determines
that there is reasonable evidence to believe that an employee or
state agency has engaged in any improper governmental
activity, the Bureau of State Audits reports the nature and details
of the activity to the head of the employing agency or the
appropriate appointing authority. The entity receiving the state
auditor’s report is required to report back to the state auditor
any corrective action taken, including disciplinary action, no
later than 30 days after the date of the investigative report. If
corrective action is not completed within 30 days, the agency or
appointing authority must report to the state auditor monthly
until the action is complete.

This report summarizes corrective actions taken by agencies as
a result of investigations presented in this report and
investigations reported previously by the state auditor. This
report also includes a report on conflicts of interest originally
identified during an audit of the Department of Motor Vehicles’
database redevelopment project.

In addition, Appendix A provides statistics on the
complaints received by this office between August 1 and
December 31, 1996, and summarizes our action on those
complaints and other complaints that were awaiting review or
assignment as of August 1, 1996.

Finally, Appendix B provides detailed descriptions of the laws,
regulations, and policies that govern the types of improper
governmental activities discussed in this report.



Chapter 1

A former state employee
stole $19,700 in addition
to the $381,000 we
identified in a previous
report.

Department of Personnel Administration:
Theft of Retirement Funds

Allegation 1960030.1

n employee at the Department of Personnel
Administration (DPA) allegedly stole funds held by the
State in the Deferred Compensation Plan (plan). This

plan is part of a long-term savings program designed to
supplement retirement income for state employees.

Results of Investigation

We investigated and substantiated the allegation. On
October 16, 1996, we reported that the employee, an office
technician, stole deferred-compensation funds totaling at least
$381,000 held by the State on behalf of three plan participants.
Subsequently, we found that in 1984, the same office technician
while working at the DPA forged documents to steal an
additional $19,700 in public funds. The stolen funds were from
the Savings Plus Program, the plan administered by the DPA.
These funds, owned by the State, were being held on behalf of
plan participants.

Scope and Methodology

To conduct our investigation, we interviewed employees at
the DPA and reviewed documents provided by the DPA and
Great Western Bank, the institution which maintained the
victim’s deferred-compensation funds prior to the theft. The
DPA assisted us in our investigation to determine when the theft
occurred and the amount of the stolen funds. Because of the
length of time that had passed since the theft occurred and
because of limited record-retention periods, we were unable to
obtain all of the documents used to commit the theft. We were
also unable to obtain bank records indicating where the stolen
funds were deposited. Because of the criminal nature of the
case, we requested the assistance of the Department of Justice
and referred the case to the Sacramento County District
Attorney’s Office.



Department of Personnel Administration

The employee has been
sentenced to three years
in state prison.

Background

We previously reported that an office technician at the DPA
forged documents to steal over $381,000 in public funds
from the DPA-administered plan. She stole over $230,930 from
“Victim A,” a former employee of Camarillo State Hospital who
left state service in 1983, by forging the victim’s signature on
documents, promoting the payout by convincing the DPA they
were paying the funds to the victim. In addition, she stole over
$85,000 from “Victim B,” a former Department of
Transportation employee, by falsely declaring her mother as the
beneficiary after the victim’s death in 1985. Further, she stole
$65,250 from “Victim C,” a Department of Education
employee, by notifying the DPA that the victim was dead, and
by using an alias to declare herself the beneficiary. Because the
funds were withdrawn from the plan, they did not continue to
accumulate interest, capital appreciation, or dividends. As a
result of these three thefts, the State may be liable for more than
$642,700."

The office technician resigned from state service in
September 1996 and surrendered to law enforcement
authorities. The Sacramento County District Attorney’s Office
charged the employee with three counts of grand theft.” On
December 3, 1996, the office technician pleaded guilty to
one count of grand theft with a recommended sentence of
three years in state prison. On January 31, 1997, the former
employee was sentenced to three years in state prison and
ordered to pay restitution of $691,596—the estimated value of
the stolen funds, including the funds stolen from the
fourth victim.

Office Technician Stole Additional Funds

Subsequent to the release of our earlier report, with the
assistance of the DPA and Great Western Bank, we
substantiated that the office technician stole an additional
$19,700 from a fourth victim, “Victim D,” in 1984. The DPA
estimates the State’s additional liability for this theft as of
December 31, 1996, is $48,960.

! In our Report 1960030, we stated that, as a result of the three thefts, the State may be liable
for more than $500,000. However, the new amount of $642,700 is based on more current
calculations by the DPA.

2For a more detailed description of the laws governing grand theft, see Appendix B.



Department of Personnel Administration

Because the employee
stole funds held by the
State on behalf of
individuals, as of
December 31, 1996, the
State could be liable for
over $691,660.

In order to receive the lump-sum payment of Victim D’s funds,
the office technician falsified a Beneficiary Payment Election
form and submitted it to the DPA. The office technician used
her maiden name as the beneficiary and used a Social Security
number that was one digit different from her own. In addition,
she reported the wrong date of death for Victim D; instead of
April 9, 1982, when Victim D died, the office technician
indicated Victim D’s date of death was August 9, 1984.
Further, the office technician used an address in Roseville,
California, which belonged to her personal friends. She stated
that no money was sent to the Roseville address; she instead
instructed Great Western Bank to send the money to a mailbox
in Sacramento.  According to the office technician, she
deposited the stolen funds in her personal bank account.

We were unable to determine how the office technician knew
about Victim D’s death. However, the office technician stated
that she did not believe Victim D had designated a beneficiary.
In accordance with Internal Revenue Service requirements, if
the participant does not designate a beneficiary, the monies are
paid to the participant's estate or to an established trust.
Although she stated that she thought the amount she stole from
Victim D was only about $7,000, records maintained by
Great Western Bank indicate it paid the office technician over
$19,700 in December 1984,

As stated in our earlier report, we believe the State may be
liable to Victim D’s estate for the funds stolen by the office
technician and for the income those funds would have
produced had they remained invested in the plan. According to
the DPA'’s estimated calculations, if the $19,700 stolen from
Victim D had remained in the plan, the current value of the
account would be over $48,960. Combined with the potential
liability for the previous thefts from the other victims of over
$642,700, the office technician is responsible for creating a
total potential liability for the State, as of December 31, 1996,
of over $691,660.> Moreover, because of lost interest and
earnings, this figure will continue to increase by approximately
$3,000 per month until the State restores the accounts.

Continuing Investigation

Our investigation did not include a complete review of
the DPA’s system of internal controls over the plan. However,
because previous weaknesses in the system allowed at

3As discussed in Report 1960030, the office technician repaid Victim B’s beneficiary the
funds due from the plan; however, neither Victim A nor Victim C ever received their
deferred compensation funds.



Department of Personnel Administration

least four thefts to occur, we are currently reviewing the
DPA's system of internal controls. We are also continuing to
investigate the possibility that someone assisted the office
technician in one or more of the thefts.

Conclusion

In addition to the thefts from three plan participants, the former
office technician at the DPA admitted to forging documents and
stealing public funds maintained by the DPA for a fourth plan
participant. Although the office technician disputes the amount,
records indicate she stole over $19,700, which the DPA held
for the plan participant. As a result, the State may be liable for
$48,960 when considering the amount stolen and the earnings
that would have been generated had the funds remained with
the plan.

Agency Response

The DPA will conduct two reviews of the plan during the first
four months of 1997 to identify business practices that can
reduce the risk of fraud. These reviews will be conducted by an
outside consultant and the DPA staff. In addition, the DPA is
hiring a consulting firm to compare the plan’s business practices
to the “best practices” of similar organizations. Finally, the
DPA has established a team composed of staff, a former
employee of the State Controller’s Office, and an investigator
from our staff. This team will brainstorm scenarios that could be
used to circumvent controls and then design safeguards to
prevent such schemes from being successful.



Chapter 2

The supervisor used state
resources to support four
private businesses.

Department of Transportation:
Misuse of State Computers, Telephones,
and Employees for Personal Benefit

Allegation 1950149

supervisor and another employee at the Engineering

Services Branch (branch) within the Department of

Transportation (department) in Los Angeles allegedly
used state time and equipment for personal gain.

Results of Investigation

We investigated and substantiated the complaint. Specifically,
a supervisor used state time, computers, telephones, and
employees to conduct his own businesses for personal gain.
Also, another employee used state time and computers for
personal benefit.

To investigate the complaint, we reviewed backup copies of
files from these employees’ state computers. We also reviewed
records of telephone calls originating from the state telephones
and facsimile machines assigned to the employees. Moreover,
we reviewed the employees’ time sheets and bank records.
Finally, we interviewed the employees and other employees at
the department’s Los Angeles district.

Supervisor Used State Resources
To Conduct His Own Businesses

A supervisor within the branch at the department in Los Angeles
used state time, computers, telephones, and employees to
conduct his own businesses since 1989. Specifically, the
supervisor owns a land survey firm, which provides services
to non-state entities for fees. ~From April 1989 through
December 1995, his land survey firm generated revenues of
over $180,000. The supervisor also has ownership interests in

“For a detailed discussion of the laws that prohibit personal use of state resources, see
Appendix B.



Department of Transportation

The supervisor started his
land survey business in or
around 1989.

an online real estate information company, a real property
management company, and a farm in another country. The
supervisor stated that he is a passive partner in the online real
estate information company and the real property management
company.

According to the supervisor, he started conducting land surveys
for others in or around early 1989. The supervisor stated that he
obtained a majority of his land survey business through word of
mouth, but also indicated that he advertised in the local
telephone directory.

The supervisor stated that customers interested in his services
would call his home and leave a message for him. He
explained that he then contacted the customers when he
returned home. After these customers contacted him, he then
arranged to have land surveys completed. The supervisor
indicated that he recruited several department employees to
assist him with the land surveys.

Although the supervisor stated that he did not use any state
resources to conduct his outside businesses and advised
department employees not to use any state resources when
conducting the private land survey work, both the supervisor
and, in some instances, the department employees, used state
resources to conduct the work. For example, a former
department employee told us that on two separate occasions
in August 1995, the former employee and the supervisor met
with an engineering firm located in another city during
the supervisor’s regular office hours to discuss a project that the
supervisor had with the firm.’

We also found that besides his job at the department, the
supervisor is also on the payroll of the engineering firm
mentioned above. The engineering firm paid the supervisor a
total of approximately $3,938 in 1995. When we asked the
supervisor why he was on the payroll of the engineering firm,
he indicated that he did not know. However, he stated that he
had provided land survey services by supplying his land survey
work crew and equipment to the engineering firm.

Computers
The supervisor used his state computer to conduct business for

personal gain.  Specifically, the supervisor stored at least
615 computer files not related to state business on his state

5This former employee was no longer employed by the department at the time.



Department of Transportation

The supervisor kept his
businesses’ financial
records on his state
computer.

computer.® Examples of the supervisor's business computer files
include financial records of all his businesses; correspondence
with his land survey clients and other correspondence related to
his other businesses; and proposals, contracts, and legal
descriptions and maps of properties related to his land survey
business. In addition, the supervisor used two software
programs on the state computer to access and download real
property data obtained from commercial enterprises. Examples
of his personal files include personal financial documents,
personal correspondence, and documents related to a fraternal
organization of which the supervisor is an officer.

In addition to storing non-state files on his state computer, the
supervisor accessed his non-state files at least 13 times on state
time from August 1989 through March 1990, while the
supervisor was an hourly employee. In addition, the supervisor
accessed these files during non-state hours at least 29 times
during this period.

From April 1990 through September 1995, the supervisor was a
nonhourly civil service employee. As a nonhourly civil service
employee, the compensation he receives from the State is based
on the premise that he is expected to work as many hours as
necessary to provide the public services for which he was hired.
As a result, we were unable to conclude that the employee
conducted his personal business on “state time” for most of the
period.

Nevertheless, the supervisor used a state computer to conduct
his own businesses between April 1990 and September 1995.
During this period, the supervisor used the state computer on at
least 573 occasions to access files related to his outside
businesses during his regular office hours and nonoffice hours.”
Specifically, he accessed files related to his outside businesses
during his regular office hours at least 307 times during this
period. Further, he accessed these files during nonoffice hours
at least 266 times during the same period.

We identified the times and dates that the supervisor last worked
on the files using a computer function known as “last
modified.”® The “last modified” date represents only the most
recent time the supervisor made a change to the individual files.

%These were files that were still on the supervisor's computer when we copied them in
October 1995. We could not determine whether any files related to the supervisor’s outside
businesses were deleted by him before October 1995.

"The supervisor maintained regular hours at the office on Monday through Friday, from
7 a.m. to 3:30 p.m.

8The time and date on which a file was “last modified” is the time and date on the
computer’s internal clock when a file was closed after any changes were made to it.




































































































































